INSIDE THE ULTIMA ONLINE CLIENT
- INSERTING A SLEEP

GOAL

The Ultima Online client utilizes too much CPU power when it’s not doing anything useful.
For example, when we are at the logon screen or when we lost connection with the server
during game play.

Applications  Processes |PErfUrman:e] Netwurkingi Lsers ]

Image Mame 1 CPU ‘
client.exe 84
CSPSS EBXE oo
explorer.exe 05
jucheck, exe o0
jusched.exe oo
lsass.exe ]
sErvices.exe oo
SMSE . EBRE oo
swchost.exe 00
swchost.exe ]
svrchost.exe 0o
swchost.exe el
System 05
System Idle Process (o}
taskmgr.exe oo
UL EXe oo
vmacthlp.exe oo
VMwareService, exe oo
WMwareTray exe oo
WMwarellser exe oo
winlogon.exe oo

¥ Show processes from all sers End Process

Processes:2l  |[CPUUsage: 94%  |Commit Charget 118712K /63152

In this document I will describe how I made a patch for the client and hopefully, you learn
how to patch your own client when I'm not there to do it for you.

UTILITIES USED

IDA Pro, a very professional utility, definitely worth buying, Standard version is affordable
HxD, a very neat hex editor and above all, it’s free

ABOUT ME

I'm just a guy who loves the Ultima universe and knows a bit assembler. Why not combine
the two? © I've been into computers starting from age 12, and Ultima VII was the first game [
bought myself, don’'t ask how I acquired games before that. Oh yeah, I learned GFA Basic at
age 13, switched to Borland C++ 2.0 at age 14, and assembler came to me at age 15, and
that's when it all started for real.



INSIDE THE CLIENT

There are many different clients out there, remember, client has a minimum 10 year old
history. Each binary is different but in the end will share some code with the original one.
Compilers also evolved and newer clients will utilize more and modern optimizations
techniques.

I chose to patch client version 5.0.8.3. Load it into IDA and read on.

Locating the message loop shouldn’t be too hard. UO Client is written in C++ thus the
message loop will look like this:

While(GetMessage(-++))

{
TranslateMessage(:**);
DispatchMessage(-++);

)

or

GetMessage(+:+) can be replaced by PeekMessage(+:+) which is more common for games
anyways.

TEACH YOURSELF BY READING MORE ABOUT MESSAGE LOOPS
http://winprog.org/tutorial/message_loop.html

http://blogs.msdn.com/oldnewthing/archive/2005/02/09/369804.aspx
http://software.intel.com/en—us/articles/peekmessage—-optimizing—applications—for—extended—

battery-life/



Now that we have located the message loop we have to analyze it, we do this by adding
comments and/or renaming the labels IDA created for us. Feel free to use the built-in
debugger of IDA to help with understanding the structures and variables involved.

This is not really a tutorial about IDA Pro or about reversing in general; hence I'm not going
to provide you with too much details on how to do things.

Before analysis, a screenshot of what is the beginning of the message loop:

Ltext:935363h1 moy edi, ds:Peeklessagen
text:@B85360047 mou ebx, ds:TranslatefAcceleratori
-text:09053604D mou ebp, ds:Translatebessage
text:AA536053 add esp, BCh

text: 00536056

.text:8085360856 loc_536856: CODE XREF: WinMain{x,x,x,x}+875]]

text:0808536054 ; WinMain{x,x,x,x)+B99]j
-text:00536085%4 mou eax, dword_SF4EAL

-text:8A53605B dec eax

text:80536085C mou dword SF4EAL, eax

.text:668536061 jnz short loc_53688E

text:005360863 mov ecy, dword 81CB4C

text: 065360869 mou dword_SFREAY, 64N

.text:88536873 test BCX, PCX

.text:008536075 jz short loc_53608E

text:ABSIGATT mou eax, dword_81CORA

text:0853687C test eax, eax

.text:086853607E jz short loc_53688E

-text:0908536080 cmp [ecx+88h], eax

.text:068536086 jz short loc_536088E

.text:088536088 mov [ecx+EBh], eax

.text:088536088E

.text:BA53668E loc S53688E: : CODE XREF: WinMain(x,x,x,x)+7811j
.text:0053608E ; WinMain{x,x,x,x)+755T§ ...
text:068536088E mov ecx, offset byte_7B03EA

.text:868536093 call loc_ 4CBDALD

ftext:AA536098 test al, al

-text:0908536089A jz short loc 5368B1

fext:AB53609C mou eax, dword_7D3670

text:885360A1 test eax, eax

.text:0085360A3 jz short loc_53608B1

-text:8853608A5 push a

text:0853608A7 mov ecx, offset byte_7B03BE0

.text:B86853608AC call loc_A4CB8628

.text:868536861

-text:BAA5366B1 loc_5368B1: CODE XREF: WinMain(x,x,x,x)+77aTj

.text:08085360B1 ; WinMain(x,x,x,x)+78315
.text:0685360B1 push 1

.text:885360B3 push 5}

.text:0853608B5 push a

.text:086853608B7 1lea edx, [esp+2Ch]
-text:805360BB push a

.text:086853608BD push edx

.text:0085368BE call edi ; PeekMessagef
ftext:@B5360CAH test fax, eax
.text:885368C2 jz short leoc 536111
<

00136041 |00S36041;: WinMainie, 0472 1



After analysis, we have a screenshot of this same part of the Message Loop:

-text:88536841 moy edi, ds:PeekMessagef
text:Ba536047 mov ebx, ds:Translatefcceleratorf
.text:86853684D moy ebp, ds:Translateliessage
text:88536053 add esp, HCh

-text:80536856

.text: 00536056 LABEL WinMain BeginOfMessageloop: CODE XREF: WinMain{x,x,x,x}+B75]1]

¥
text:08536056 ; WinMain{x,x,x,x}+8991j
text:BE53605%6 nov eax, dword SF4ERY
.text:80853605%B dec eax
text:BO53605C nov dword_SF4EAY, eax
-text:88536861 jnz short loc 53688E
text 80536063 mou ecy, dword B81CB4C
text:BE5360869 mou dword_SF4EARY, G4h
text:pe5360873 test eCcx, BCX
text 80536875 jz short loc_ 53688E
.text:B0O536077 mou eax, dword B1CEHE0
.text:B88536087C test eax, eax
text:A053607E jz short loc_ 53688E
-text:AO536080 cmp [ecx+8&0h], eax
text:BO536086 jz short loc 53688E
.text:80536088 moy [ecx+88h], eax

.text:00535608E
.text:8053508E loc_53688E:
.text:00535608E

CODE XREF: WinMain{x,x,x,x)}+7411j
YinHain(x,x.x,%)+7551j ...

text: 80536 BBE mouy ecy, offset byte 7803BO

-text: 00536093 call sub_LC8DY4B

.text:Be536098 test al, al

-text:@053509n jz short LABEL Wintain GoCallPeekiessage
text:pas3689C mou eax, dword 7D3678

text:pe5360a1 test eax, eax

-text:@05356003 jz short LABEL WinMain GoCallPeekMessage
.text:A05360A5 push a8

text:@@5360A7 mouy ecy, offset byte 7803BO

-text: 00536 8AC call sub_A4CB62A

.text:B65360E1
-text:A05360E1 LABEL WinMain_GoCallPeekiessage:
.text:B05350E1

; CODE XREF: Windain{x,x.x,x)y+77aTj
; WinMain{x,x,.x,x)+7851]
; WRemovelisg

.text:B05360E1 push 1

.text:8053560B3 push a wMsgFilterMax
.text:A05360B5 push a ; whsgFilterMin
.text:805360B7 lea edx, [esp+iBh+hisg.message]
.text:B005360BB push a ; hind

.text:805360BD push edx ; lphsg

.text:BO5360BE call edi ; PeekMessaged

text:pas368CAH test eax, eax

-text:@05360C2 jz short LABEL WinMain_HoHessagefvailable
text:@653608CL mou esi, [esp+3Ch+hAccTable]

.text:A085360C3

-text:AA5360C8 LABEL Wintiain_HandleAvailablebessage: ; GODE XREF: WinMain{x,%,X,x)+FEF]]
.text:Aa5360C8 cmp [esp+3Ch+iisg.wParam], W _QUIT

.text:a0853608CD jz LABEL_WinMain_WHOUIT

£l

looizenze.  [00S36036: WinMaini,x,x, x4 766

Between the beginning of the loop and the actually PeekMessage call at 005360BE, the client
is doing stuff. Further analysis will be required to know what exactly is going on.



Next, here is a screenshot of the code part WinMain_NoMessageAvailable which is executed,
as the label says, in case there is no message available. ©

-text:808536111 LABEL_WinMain_MoMessagefivailable: ; CODE XREF: WinMain(x,x,x,x)+7a21j
-text:BA536111 cmp [esp+3Ch+Hsg.wParam], WM _QUIT
-text:88536116 jz LABEL _WinMain_ WHQUIT
-text:B853611C call dword_89B2A4

-text:pe536122 mov edx, dword 819184
.text:80536128 nov dword_81918C, eax
-text:pa53612D push edx

-text:BA53612E push eax

.text:A853612F call sub_536878

~text:B8536134 add esp, 8

~text:B8536137 nov dword 819188, eax
.text:8853613C call sub_416A38

-text:pA536141 call dword 89B2AL

-text:pES36147 nou dword_819184, eax
.text:AA53614C call sub_534508

-text:88536151 call dword_89B2A4

-text:B8536157 mov ecx, [esp+3Ch+hPrevInstance]
.text:0853615B nowv esi, eax

.text: 88536150 sub eax, ecx

-text:pE53615F nowy ecx, dword_B1BE?8
-text:BA536165 cmp eax, ecx

-text:pA536167 jb short loc_5361B4
-text:80536169 add ecx, ecx |

-text:B853616B cmp eax, ecx

-text:BE53616D jb short loc 536174
-text:BE53616F moy al, byte_ 828995
text:00536174 test al, al

-text:BA536176 jz short loc_536182
-text:BE536178 push 1

.text:8853617A call sub_S588CFA

~text:B853617F add esp, 4

-text:Bp536182

-text:80536182 loc_536182: ; CODE XREF: WinMain(x,x,x,x)+8561j
-text:BA536182 push 8

.text:A0536184 call sub_SA8CFA

-text:B8536189 add esp, 4

-text:BE53618C nov [esp+3Ch+hPrevinstance], esi
.text: 80536198 call nullsub 2

.text:@8536195 jmp LABEL WinMain_BeginOfHessageloop

-text:BO53619A ; -
-text:BAS3619A

-text:8053619A loc 53619A: ; CODE XREF: WinMain(x,x,x,x)+84DTj
-text:B853619A push (]

.text:8853619C call sub_S508CFA

text:pas361n1 nouy edx, dword B1BE?8

-text:pES361A7 nou eax, [esp+4Bh+hPrevinstance]

-text:pA5361AB add esp, 4

-text:085361AE add eax, edx

-text:B05361B8 mov [esp+3Ch+hPrevinstance], eax

.text:885361B4

-text:805361B4 loc 5361B4: ; CODE XREF: WinMain(x,x,x,x)+847Tj
-text:805361BL4 call nullsub_2

-text:BA5361B9 jmp LABEL_WinMain_BeginOfMessagelLoop

4

[oo13s1ss  00S38169: WinMaingx,x, x,x+549

Notice that before execution is resumed at LABEL_WinMain_BeginOfMessagelLoop 3 different
code paths can be executed. Also, notice the usage of hPrevinstance! That parameter of
WinMain has not been in use since the release of Windows 95. It's Windows 3.1 and earlier
stuff! This means that the UO Client is using the parameter for something else. At startup
(under 95 and up) it is guaranteed to be O.

Further reading: http://blogs.msdn.com/oldnewthing/archive/2004/06/15/156022.aspx




We will further analyze this hPrevInstance thing, look at 0053618C, ESI is stored in
hPrevinstance, but where is ESI coming from? Look at 0053615B, the value of EAX is put in
ESI right after a function call stored in dword_89B2A4. Also, the function stored in
dword_89B2A4 is called more than once! Its meaning must be significant.

.text:0053611C efall  dword 89BZAL 2
.text: 86536122 mov edz, dword_ 819184
text:8A536128 mov dword_81218C, eax
.ftext:AA53612D push edx
.ftext:BA53612E push eax
text:8053612F call sub_ 538878

text: 08536134 add esp, 8

text: 08536137 mou dword_ 819188, eax
.text:8053613C call sub 416A38
text:80536141 efdall  dword S9BZAN -
text: 08536147 mou dword_ 819184, eax

text:A0536140
.text:80536151
-text:80536157
.text:A053615B 3
text:aA53615D suh Pax, BCX

cal
all dword 89B2A4
mou *

.text:AA53615F mov ecx, dword_81BE98

text:aA5361465 cmp Pax, PCX

text: 88536167 jhb short loc_5361BY4

text:08536169 add eCcx, BCX

.text:0853616B cmp eax, ecx

-text:8053616D jb short loc_ 53619A

text:A053616F mou al, byte 829995

text:08536174 test al, al

text: 86536176 jz short loc_ 536182

.text:80536178 push 1

-text:8853617h call sub_SBBCFB

-text:8053617F add esp, 4

.text:88536182

.text:A0536182 loc_536182: : GODE XREF: WinMain(m,%,x,%)+856T]
.text:AA536182 push a

.text:aa536184 call sub_S5B8CF8

-text: 80536189 add BS L

.text:@653618C q:ﬂ!! [esp+3Ch+hPrevinstance], eE!::;
-text: 86536198 call LLLLE e s

-text:B8536195 jmp LABEL WinMain BeginOfMessageloop

e e s L B
.text:0853619A

text:@853619A loc 53619A: ; CODE XBEF: WinMain(x,=,x,x)+84DTj
-text:8053619A push a8

.text:8053619C call sub_5SHBCFA

-text:865361A1 mov edz, dword_8S1BE?S

.text:885361A7 moy eax, [esp+4Bh+hPrevinstance]

text:885361AB add esp, 4

text:aa5361nE add fax, edx

.text:B05361B0O mouy [esp+3Ch+hPrevinstance], eax

text:005361B4

-text:805361B4 loc 5361BA4: ;: CODE XREF: WinMain(x,®.x,x)+Bu7Tj
.text: 80536184 call nullsub_ 2

.text:@05361B9 jmp LABEL WinHMain BeginOfHessageloop

4

[ooize14c  |00S3614C: Wintlaing, k0t Een



Picture of actual references to dword_89B2A4:

mouy guwora _#1¥184, eax
call sub 4¥16A38
_wrefs to dword_89B2A4 10 ___]__I:‘Iji
Cire.. | T.. Address | Test | =
laUp sub 510BB0+EB  call  dword_B98244
laUp ot sub B1DBB0+140 call dword 898244
lalUp ot zub B1DEB0O+18E  call  dword_S89B244
ldUp zub B1DEB0+14AS  cal dword 898244
labUp 1 sub S1DBEGoc 51  call dword 898244
laUp sub 527A20+4F  call dword 898244
lllUp 1 sub 527CH0loc 527.. call dword B9B284
laUp o wub BZ3B20+4F call dword 398244
[abUp 1 sub 5280000oc 528.. call dword 898284
labUp 1 sub 52F290:0oc 52F.. call dword 898284
[abUp 1 sub B2F390:loc 52F.. call dword 89B284
bUp ¢t sub BZF7D0Noc_B2F.. cal dword S9B244
labUp 1 sub B2FES0doc_52F.. call dword 898244
labUp 1 sub 52FE50:loc_B2F.. call dword 89B244
labUp 1 sub B32EADNoc 532.. call dword 898284
ldip sub BAZEAD+28C call dword 898244
[ dewb 00535175 mov dword B9B 244,
labUp r Winkdain[x« x #5634 call  dward B9E244
labUp ot Winbain[xes 1+ FC  call  dword 338254
ldup Wintdain[sxx 2 +821  call  dword 398204
Lad T Winbdainfs w2831 call dword B9EB244 =
[k I Cancel Help Search
Line 134 of 135 i

. :

mow

eax, [ESD*EBh*hPFEUInStanCE]

The variable is modified only once at 00535175. Let’s take a look there:

text-08535166
text:808535167
text:08535178
text-008535175
text:-0853517A
text:0853517A

align 18h

mav eax, ds:GetTickCount
moy GLOBAL_APICALL_GetTickCount, eax
retn

It’s actually something basic: GetTickCount. I renamed dword_89B2A4 to
GLOBAL_APICALL_GetTickCount, because that’s exactly what it is doing. Calling
dword_89B2A4 will call GetTickCount. Maybe OSI once thought about implementing different
techniques for time keeping but so far only GetTickCount seem to have been used.



This gives us a better picture of what is going inside the client when PeekMessage returns
zZero:

28536128 nov dword_81918C, eax

88536120 push edx A

8053612E push  eax Hip  w sub S07ED04C2
ggggg: gf' L2 51 3::—53 9570 L Winhd sl 4+ E
0536137 nou duord 819188, eax b, 1 WinM ain[x a0 x+881  mov  eds. dword_S1BESS
ae53613C call sub_416A38

8536141 call GLOBAL_APICALL_GetTickCount

B8e536147 mou dword_819184, eax Ok I Cancel Help
88536140 call sub_534588

88536151 call GLOBAL_APICALL_GetTickCount et of3

88536157 nov ecx, [esp+3Ch+P i i 1l =

ae536158 mou esi, eax ; ESI = LatestTickCount = GetTickGount{)
88536150 sub eax, enx. -4.: EAX = GetTickCount{) - PreviousTickCount
0853615F nov ecxi_ dword_S1BEpS

8A536165 cnp Pax, PCX “I; if(EAX < dword_81BE98)

B8536167 jhb short loc_5361Bl ; goto Loc_5361B4

Be536169 add BCX, BCX

0536168 cmp eax, ecx ; iIf{EAX < (dword_81BE98 = 2))

88536160 jb short loc_53619% ; goto loc_53619A

a853616F nov al, byte 828995

88536174 test al, al

ap536176 jz short loc_536182

88536178 push =

8853617na call sub_588CF8

BB53617F add esp, 4

88536182

80536182 loc_536182: ; CODE XREF: WinMain(x,x,x,8)+856Tj
a8536182 push @

A8536184 call sub_S588CF8 g

aes36184 : PreviousTickCount = LatestTickCount
aa536189 add esp, &4

8053618C nov [esp+3Ch+PreviousTickCount], esi

88536198 call nullsub_2

80536195 jmp LABEL_WinMain_BeginOfHessageloop

ap5361%a ; —-

8853619A

8853619A loc_53619A: ; CODE XREF: WinHain(x,x,x,x}+84DTj
ap53619a push a

a853619c call sub_508CF8 .

8853619C e A ; PreviousTickGCount = PreviousTick + dword B1BE98
885361A1 nov edx, (dword_81B =

088536107 nov eax, [esp¥awi+rreviousTickCount]

a85361AB add esp, 4

B85361AE add eax, edw

80536180 nov [esp+3Ch+PreviousTickbount], eax

A85361B4

88536184 loc_5361B4: ; CODE XREF: WinMain(x,x,x.x)+847Tj
08536184 call nullsub_2

88536189 jmp LABEL_WinMain_BeginDfHessageloop

i |D0S3615F; Winaintx,x, %, x)-HE3F

[s it starting to make sense already? I decompiled some of the assembler stuff manually to C
representation. The next thing that comes to mind is: what is the meaning of
dword_0O81BE9R&?



It turns out to be a constant (=fixed value) with a value of 50 decimal or 32 hexadecimal. I
programmed games myself once and I too used a value 50 for frame rate control. © My
experience came in handy here.

mou auwora_s1bLdL, 1

mou dword 81BCG6B, ebx

mov dword 81BC64, ebx

mouv dword 81BCA68, ebx

mou dword 81BCL4E, ebx

mou :

mou

mou i » eb Off STARTUPINFOA.chReserveds
T hostshort, si M Use standard symbolic constant
mou word 81BC94, 98h —

mov word_81BCBC, ax

mou wvord 81BC8A, EEE]E_

mou word 21BC88, ax 5. y

moy duord 81BB34, ep 2 l10010b B
moy dword_819604, eb v 2 R
nou dword_81BC6C, eb j— -OFFFFFFCER Shift+-

call sub_ 4DEDEA

“511 sub_4C9250 nok OFFFFFREDN A=
push 1 F Manual... Alt+F1
push yi-FSEt “allo_cfg™  Undsfine operand

mou gyteaﬁgfg;\:;‘ hlh F Edit function. .. BlE+F
moy wor , B . .

call  sub_4DLCAB S SRR
nou ecx, dword 8196 g [2%] Graph view

Also notice the reference aUo_cfg which is a string “uo.cfg”, so basically this tick count
control thing is initialized while loading the configuration file.

We are slowly starting to understand what’s going on at WinMain_NoMessageAvailable. This
is the function we need to patch to add some Sleep.



80536111 LABEL_ WinMain_HoMessagefuailable: ; CODE XREF: WinMain{x,x,x,x}+7a2Tj

88536111 cmp [esp+3Ch+Msg.wParam], Wr QUIT

88536116 jz LABEL _WinMain_ WHOUIT

aa53611¢c call GLOBAL_APICALL_ GetTickCount

ae536122 nov edx, dword_ 819184

ae536128 mnou duword_81918C, eax

88536120 push edx

8853612E push eax

8853612F call sub_538878

8536134 add esp, 8

88536137 nov dword_B819188, eax

Ae53613C call sub_416A38

aes36141 call GLOBAL_APICALL_GetTickCount

88536147 moy duword_819184, eax

88536140 call sub_534588

88536151 call GLOBAL_APICALL_GetTickCount

80536157 mou ecx, [esp+3Ch+PreviousTickGount]

AA536158 mnoy esi, eax ; ESI = LatestTickCount = GetTickCount()
aes3615D sub eax, ecx : EAX = TickCountDifference = LatestTickCount - PreviousTickCount
AAS3615F noy ecx, GLOBAL_ MaximumFrameDuration

Aas36165 cmp eax, ecH ; if{TickCountDifference { GLOBAL_MaximumFrameDuration)
8O536167 jh short loc_5361B4 ; goto Loc_5361B4 (we still have time, so resume loop)
A8536169 add eCcX, ECX

BaS36168 cmy eax, ecx ; if(TickCountDifference < (GLOBAL_HaximumFrameDuration = 2})
88536160 jb short loc_53619A ; goto loc_53619A (YWe didn't miss a frame yet?)
B853616F nov al, GLOBAL_IsFrameSkippingEnabled

BE536174 test al, al

88536176 jz short LOCAL_GoHandleFrameOrSomething

88536178 push 1

aa53617n call sub_S5@BCFB

a853617F add esp, 4

88536182

80536182 LOCAL_GoHandleFrameOrSomething: ; CODE XREF: WinMain(x,x,%x,x)+856Tj

85356182 push 8

88536184 call sub_SBBCFB 5

BAS36184 ; PreviousTickCount = LatestTickCount

AE536189 add esp, 4

8853618C moy [esp+3Ch+PreviousTickCount], esi

88536198 call nullsub_2

80536195 jmp LABEL_WinMain_BeginDfHessageloop

ags3619a ; — e

a853619a

B8053619A loc_53619A: ; CODE XREF: WinMain(x,x,x,x)+84DTj

ae53619n push a

aa53619C call sub_S8BCFA ]

aes3619c ; PreviousTickCount = PreviousTick + GLOBAL_HMaximumFrameDuration
/as361a1 noy edx, GLOBAL_MaximumFrameDuration

80536107 nov eax, [esp+4Bh+PreviousTickCount]

AE5361AB add esp, 4

A85361AE add eax, edx

88536188 nov [esp+3Ch+PreviousTickCount], eax

AB5361B4

80536184 loc_5361B4: ; CODE XREF: WinMain{x,x,x,x)}+847Tj

88536184 call nullsub_2

B8e5361B9 jmp _LABEL WinMain_BeginOftessageloop

Look at the code paths above, loc_5361B4 is the most interesting one. Because that one is
called only when the client has time left. Loc_53619A on the other hand is called when
animation needs to be done. Very interesting stuff, also note that we can partially see how
frame—skipping is implemented, to further analyze frame-skipping we must look at
sub_b08CFO0 and see what happens what the argument is 1 (see 00536178).

To summarize:
GoHandleFrameOrSomething is called when the tick count difference >= 100.

loc_53619A is called when tick count difference < 100 and >= 50.

loc_5361B4 is called directly when tick count difference < 50 and when tick count difference
< 100.

Therefore loc_53619B4 is the most suitable place to patch.



We currently have:

jmp LABEL_WinMain_BeginOfMessagel.oop

The code must become:

push 1
call Sleep
jmp LABEL_WinMain_BeginOfMessageLoop

This is the same in binary (opcode representation):

E9 98 FE FF FF

To:

6A 01

FF 15 2C B2 57 00
EQ 727 9797 77

- Originally we 5 bytes, our modified version is 11 bytes (2+ 6+ 5)

NOTE: the modified jump to LABEL_WinMain_BeginOfMessagelLoop cannot easily be coded
because we do not know its relative location yet, an alternative form is to store the address in
a register and then jump to a register:

push 1

call Sleep

mov eaXx, offset LABEL_WinMain_BeginOfMessageloop
jmp eax

This assembles to:
6A 01
FF 15 2C B2 57 00

B8 56 60 53 00
FE EO

-> 2 bytes more, thus 13 bytes are needed for such a patch.



To add code into the client we must locate some useable code. We can undefine alignments
and see if we have enough space to insert our code.

-text:BE5369Ch sub 5369A8 endp
text:B85369Ch
T L L T R e

-text:085369C5 alihn 18h
-text:885369208
JtexEzAPS369D0 ; =============== S U B R 0 U T I HE =======================================

-text:0085369D8
-text:005369D0

-text:BO5369D8 sub_5369D0 proc near ; CODE XREF: sub_426FFB+1821p
-text: 808536900 ; sub_4W579a@+a%Tp ...
-text:BA5369CY sub_5369A8 endp

-text:805369Ch4
SR B 3 C .

-text 08536905 dbh 98h ; E
-text:@B5369CH db 98h ; E |
-text 08536907 db 98h ; E
.text: 08536908 db 98h ; E
.text:AA5369C0 dh 98h ; F
-text:8A5369CA db 98h ; E
-text:085369C0 db 98h ; E
.text:@B5369CC db 98h : E
-text:085369CD db 98h ; E
.text:@A5369CE db 98h ; E
.text:A05369CF db 98h ; E
-text:00536900

_text:@A5369DA ; =============== § U B R O U T I H E =======================================

-text 86536900
-text:08685369D8
-text:08605369D0 sub_5369DA proc near ; CODE XREF: sub_u26FF@+182Tp
-text:0805369D0 ; sub_4579A8+A9Tp ...

Let’s also look up the usage of existing calls to the Sleep API, the fact that the UO Client
does use the Sleep function somehow makes it easier to re—use it for our own purpose.

.text:004818CH sub_4B18CH proc near ; CODE XREF: sub_S7@8F6-16F43atp
.text:004818CH ;5 sub_4B1C56+1C4ip ...
.text:004818CH

.text:8684818CH arg_#8 = dword ptr &4

.text:0684818CH

.text:804818CH8 8B 44 24 84 mov eax, [esp+arg_8]

text:084818CH 83 FB 14 cmp eax, 1i4h

-text:884818C7 7F 069 jg short loc_4818D2

.text:004018C9 6A @A push a ; dulilliseconds
.text:004818CB FF 15 2C B2 57 88 call ds:S1leep

.text:0040818D1 C3 retn

text:884818D2 =

-text:0604818D2

.text:8684818D2 loc_4B18D2: ; CODE XREF: sub_&4B818CE+7Tj
-text:0684818D2 8D 48 EC lea ecx, [eax-14h]

text:ap4818D5 BE B1 66 88 88 mnov eax, 1

.text:084018D0A D3 EA shl eax, cl

.text:004018DC 5@ push eax ; dulilliseconds
.text:0040818D0D FF 15 2C B2 57 @8 call ds:Sleep

.text:804818E3 C3 retn

text:004818E3 sub 4618CH endp



The actual patch, I will now show 3 screenshots with the actual patch applied. Each
screenshot shows how a jump is made to the next part of the patch. If you aren’t as lazy as
me, you can write a utility that will locate 11 unused bytes (by alignment) and then you can
put the patch into one single block. But again, I tend to be lazy, sometimes.

PATCHED CODE BLOCK 1:

-text:8085361B4 loc_5361B4: ; CODE XREF: WinMain(x,x,x,x)+847Tj
.text:8085361B4 E8 A7 BA FF FF call nullsub_2

.text:80536169 E9 FB 08 60 88 jmp LABEL Patchsleep Parti

-text:805361BE B = S

PATHCED CODE BLOCK 2:

-text: 088536289 i T e e e e e e L e e L e L L B L b L L e L L L L L L L L b LD
.text:@8536289

-text: 80536289 LABEL_Patch3leep Parti: ; GODE XREF: winMain(x,x,x,x)+8991j
.text:@88536289 6n 61 push 1 ; dutiilliseconds

.text:@05362BE E9 B85 @7 A0 @0 jmp LABEL_PatchSleep_Part2

PATCHED CODE BLOCK 3:

.text:o85369C5| LABEL_PatchSleep_Part2: ; CODE XREF: WinMain{x,x,R,x)}+99BTj
.text:@@5369C5 FF 15 2C BZ 57 @@ call ds:Sleep

.text:0085369CE E? 86 F6 FF FF jmp LABEL WinMain BeginOfHessageloop

And this is a screen shot of a binary comparison of the Sleep patch for the Ultima Online
Client Version 5.0.8.3, with proof that it actually works:

Applications  Processes lPerformancE ‘ Networklng] Users I

-IP«___ =TT v

L client.exe 0z 33,452 K

e —— i
CSIS5,EBXE oo 4.408 K
explorer.exe oo ZETZK
jucheck.exe o0 6.520 K
jusched.exe [ili} 3.280K
lsass.exe ] 556 k
Razar exe oo 1.452K
SErYICEs, BXE oo 3668 K
smss.exe oo 385K
svchost.exe oo 3.920 K
svchost.exe ] 12685 K
svchost.exe ] 3184 K
svchosk.exe (i1} 2,888 K
System s 236K
System Idle Process SYSTEM a4 ZEK
taskmgr.exe o0 2.060 K
wracthlp exe [ili} 2476 K
WhwareService. exe oo 3.856 K
YMwareTray.exe oo 2,964 K
YMwarellser . exe oo 5.320 K
winlogon.exe [ili} 3980 K

¥ Show processes from all users End Process

client—original.exe and CLIEMI-SHORTSLEEP.ERE

—This is a lump to the new code :P‘ru:esses: ] CPU Usage: 8% .C“Dmmit -C.harge: 143645!(;’ 631532K

__ Time to end our patch and
raturn to original message loop




